User identification
*  Phone number
e Email

Fraud prevention
* First-andlastIP

Lock screen
app

App functionality:
* Installsource

Order processing

*  Fullname

* Email address

e Deliveryaddress
e Transactionld

* Bankaccountnr.

Accounting

* Lockscreenimpressions

* Transationld

Invoicing

¢ Campaignimpressions

¢ Campaignclicks

¢ Campaignfeedback

¢ Campaigninstalls
¢ Transactionld

API Client

User targeting, optimization, analysis & reporting

* Gender
e birthyear
* Interests
e Country
* Region

* phoneBrand
*  phoneModel
Android ad ID

* Location
* Surveyanswers
* Impressions

*  Clicks

* Likes /feedback
e Scrolls

e Time

* Installsource

Backend
API server

User
Database

Elastic data
warehouse

N

User Databaseis completely
separated andonlyused to
maintain operations and give user
support.

Data is erased afteruser
unregisters andterminates
agreementwith Pabbl.

Elastic Datawarehouseis used for
targeting and analytics.

Data is erased when user choosesto
do so by resetting his advertising ID.




